


Workplace Violence / Active Shooter Threat Prevention and Response Planning Methodology  

Preventative  

1. Is there a procedure to report potential threats?  

2. Have all employees received training on this threat reporting procedure?  

3. Upon reporting of a threat, is there a process for activating a Threat Assessment Team? 

4. Depending on the outcome of the Threat Assessment Team, do capabilities exist for access 

control, badge removal, access rosters, law enforcement collaboration, and other methods to 

preemptively restrict access and ideally prevent a more direct threat?  

Preparedness 

1. Does the facility have an evacuation plan? 

2. Does the facility have a lockdown plan? 

3. Does the facility have emergency communications (phone, pager/intercom, radio, or other)? 

4. Does the facility have duress/’panic’ buttons? 

5. Does the facility have adequate locks?  

6. Have employees received training on WPV/AS prevention and response? 

7. Are facilities/rooms set up to prevent being ‘trapped’ or without egress (are employees in the 

corner with a client in between them and the exit?)? 

8. Have employees identified areas to hide with cover and concealment? 

Notification  

1. Threat from outside facility (threat outside the facility or threat called or sent in) 

a. Threat identification – did employees identify the threat and initiate response?  

b. Did employees report the threat to local security, law enforcement and leadership? 

c. Was the communication clear, effective and efficient?  

2. Threat from within facility (threatening client or bystander) 

a. Threat identification – did employees identify the threat as it escalated (or did the 

threat appear immediately)? 

b. Did employees immediately react to the threat? 

c. Did employees report the threat using emergency communications/panic buttons? 

d. Did employees maintain reactionary distance (if verbal or not immediately dangerous) 

and/or initiate egress? 

Response 

1. Threat from outside the facility 

a. Did employees initiate access control / physical security / lockdown? 

b.  Did employees move from visible areas?  

c. If threat arrived at or entered facility, did employees initiate egress?  

i. Did employees egress in the most efficient, effective, direct manner away from 

the threat? 

ii. Was the evacuation path open and clear and known?  

d. If egress was not possible, did employees find adequate cover and concealment?  

i. Did locks work?  



ii. Did employees turn off any audible sounds and lights? 

e. If the threat located the hiding areas, did employees locate items to be used as weapons 

and mount a defense?  

2. Threat from within the facility  

a. If threat arrived at or entered facility, did employees initiate egress?  

i. Did employees egress in the most efficient, effective, direct manner away from 

the threat? 

ii. Was the evacuation path open and clear and known?  

b. If egress was not possible, did employees find adequate cover and concealment?  

i. Did locks work?  

ii. Did employees turn off any audible sounds and lights? 

c. If the threat located the hiding areas, did employees locate items to be used as weapons 

and mount a defense?  

3. When law enforcement arrived, did employees show empty hands? 

4. Did employees provide as much effective information to law enforcement as possible?  

Recovery  

1. Was all information reported through all necessary channels (law enforcement, incident reports, 

compensation reports, etc.) 

2. Were employees provided with on-site assistance (medical, psychological, religious, etc.)? 

3. Were employees provided with long-term assistance (Critical Incident Stress Debriefing, etc.) 

4. Was a lessons-learned review conducted?  

5. Were applicable preventative and preparedness measures identified and implemented?  


